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Preface

This book starts with the simplest configuration and evolves chapter by chapter,
teaching you how to add new features and modules. It will first teach you the basic
concepts of SIP and SIP routing. Then you will start applying the theory by installing
OpenSIPS and creating the configuration file. You will learn about features such as
authentication, PSTN connectivity, user portals, media server integration, billing,
NAT traversal, and monitoring. The book uses a metaphor of a VoIP provider to
explain OpenSIPS. The idea is to have a simple but complete running VoIP

provider by the end of the book.

What this book covers

Chapter 1, Introduction to SIP teaches you the SIP protocol and its functionality along
with SIP components, the SIP architecture and describes its
main messages and processes.

Chapter 2, Introduction to OpenSIPS explains about OpenSIPS and its main
characteristics and features. You will see the configuration file, its modules, the
configuration blocks, and so forth.

Chapter 3, OpenSIPS Installation shows you how to install and prepare Linux
for installing OpenSIPS with RADIUS and MySQL modules and getting started
with OpenSIPS.

Chapter 4, Scripting and Routing Basics discusses the basics needed to construct a
working routing script. It explains the global configuration parameters for scripting,
the modules, and the routing statements available.

Chapter 5, Adding Authentication with MySQL teaches you how to integrate MySQL
with OpenSIPS to authenticate users and handle inbound and outbound calls.
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Chapter 6, Graphical User Interfaces for OpenSIPS explains the need for user and
administration portals. It will teach you how to configure access, handle domains,
and customize portals.

Chapter 7, Connectivity to PSTN teaches you how to connect SIP gateways with
PSTN, build dynamic dialplans, and apply permissions.

Chapter 8, Media Services Integration teaches you how to connect OpenSIPS to
external media servers for implementing user preferences like call forwarding,
and integrating databases for simplified administration.

Chapter 9, SIP NAT Traversal describes various NAT types and devices. Here
we will learn how to implement the Media Proxy solution to solve the NAT
traversal problem.

Chapter 10, OpenSIPS Accounting and Billing teaches you how to implement the
accounting feature with MySQL and RADIUS.

Chapter 11, Monitoring Tools discusses how to use built-in monitoring tools and
implement testing techniques for OpenSIPS.

Who this book is for

This book targets readers who want to understand how to build a SIP provider
from scratch using OpenSIPS. It is suitable for VoIP providers, large enterprises,
and universities.

Our objective of writing this book is to take the user from the basics up to the level
required to run an OpenSIPS server in a VoIP provider, in an enterprise. Some
interesting topics have not been covered. This is because we consider them to be a bit
advanced for an introductory book. We hope to cover them soon in another title to
be announced.

Telephony and Linux experience will be helpful but is not essential. Readers need
not have prior knowledge of OpenSIPS. This book will also help readers who were
using OpenSER, but are now confused with OpenSIPS.

Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

[2]
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Code words in text are shown as follows: "You have to use www_authorize when
your server is the endpoint of the request."A block of code is set as follows:

if (is_method ("REGISTER")) {

# Uncomment this if you want to use digest authentication
if (!www_authorize("", "subscriber")) {

www_challenge("", "0");

exit;

}i

save ("location") ;

}i

When we wish to draw your attention to a particular part of a code block, the
relevant lines or items are set in bold:

<?xml version="1.0" encoding="UTF-8"?>
<Context path="/serMyAdmin">

<Resource auth="Container" driverClassName="com.mysql.jdbc.Driver"
maxActive="20" maxIdle="10" maxWait="-1"
name="jdbc/opensips MySQL" type="javax.sgl.DataSource"

url="jdbc:mysql://localhost:3306/opensips" username="opensips"
password="opensipsrw"/>

</Context>
Any command-line input or output is written as follows:
tar -xzvf sermyadmin-install-2.x.tar.gz

New terms and important words are shown in bold. Words that you see on the
screen, in menus or dialog boxes for example, appear in the text like this: "Now,
choose Finish partitioning and write changes to disk".

% Warnings or important notes appear in a box like this.
v

a1

~Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for us
to develop titles that you really get the most out of.

[3]

More free ebooks : http://fast-file.blogspot.com



Preface

To send us general feedback, simply send an e-mail to feedbackepacktpub. com,
and mention the book title via the subject of your message.

If there is a book that you need and would like to see us publish, please
send us a note in the SUGGEST A TITLE form on www.packtpub . com or
e-mail suggest@packtpub.com.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book on, see our author guide on www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Downloading the example code for the book

1
‘Q Visit http://www.packtpub.com/files/code/0745 Code.zip to

directly download the example code.
The downloadable files contain instructions on how to use them.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books —maybe a mistake in the text or the
code—we would be grateful if you would report this to us. By doing so, you can save
other readers from frustration, and help us to improve subsequent versions of this
book. If you find any errata, please report them by visiting http://www.packtpub.
com/support, selecting your book, clicking on the let us know link, and entering the
details of your errata. Once your errata are verified, your submission will be accepted
and the errata added to any list of existing errata. Any existing errata can be viewed
by selecting your title from http: //www.packtpub. com/support.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If you
come across any illegal copies of our works, in any form, on the Internet, please
provide us with the location address or web site name immediately so that we can
pursue a remedy.

[4]
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Please contact us at copyrightepacktpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

Questions

You can contact us at questionse@packtpub.com if you are having a problem with
any aspect of the book, and we will do our best to address it.

[5]
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Introduction to SIP

The Session Initiation Protocol (SIP) was standardized by the Internet Engineering
Task Force (IETF) and is described in several documents known as Request for
Comment (RFC). RFC3261 is one of the most recent of the documents, and is called
SIP version 2. SIP is an application layer protocol used to establish, modify, and
terminate sessions or multimedia calls. These sessions can be audio and video
sessions, e-learning, chatting, or screen-sharing sessions. It is based on a text protocol
similar to Hypertext Transfer Protocol (HTTP) and is designed to start, keep, and
close interactive communication sessions between users. These days, SIP is one of the
most used protocols for VoIP and is present on almost every IP phone in the market.

By the end of this chapter, you will be able to:

e Describe what SIP is

e Describe what SIP is for

e Describe the SIP architecture

e Explain the meaning of its main components

e Understand and compare the main SIP messages

e Describe the header fields processing for INVITE and REGISTER requests
The SIP protocol supports the following five features for establishing and closing
multimedia sessions:

User location: Determines the endpoint address used for communication.

2. User parameters negotiation: Determines the media and parameters to
be used.

3. User availability: Determines if the user is available to establish a session.

More free ebooks : http://fast-file.blogspot.com



Introduction to SIP

4. Call establishment: Establishes the parameters for both the caller and
callee, and informs both parties about the call progress (ringing, ringback,
congestion).

5. Call management: Session transfer and closing.

The SIP protocol was designed as part of a multimedia architecture containing other
protocols such as RVSP, RTP, RTSP, SDP, and SAP. However, it does not depend on
them for its operation.

SIP basics

SIP is very similar to HTTP in the way it works. The SIP address is just like an e-mail
address. An interesting feature used in SIP proxies is alias, which enables you to
have multiple SIP addresses such as:

e johndoe@sipA.com

e +554845678901@sipA.com
e 45678901@sipA.com

In the SIP architecture, we have user agents and servers. SIP uses a peer-to-peer
distributed model with a signaling server. The server handles just the signaling,
while the user agent clients and the user agent servers handle signaling and media.
This is depicted in the next image:

SIP Trapezoid

Outgoing
proxy
(Domain A)

Incoming

proxy
(Domain B)

%

RTP )
User agentA@DomainA User agentB@DomainB

starting the call receiving the call

[l
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In the SIP model, a user agent—usually a SIP phone —will start communicating with
its SIP proxy —seen here as the outgoing proxy (or its home proxy)—to send the call
using a message known as INVITE.

The outgoing proxy will see that the call is directed to an outside domain. It will
seek the DNS server for the address of the target domain and resolve the IP address.
Then, the outgoing proxy will forward the call to the SIP proxy responsible for

the DomainB.

The incoming proxy will verify, on its location table for the IP address of the agentB,
if this address was inserted in the location table by a previous registration process. If
the incoming proxy can locate the address, it will forward the call to the agentB.

After receiving the SIP message, the agentB will have all the information required
to establish a RTP session (usually audio) with the agentA. Using a message such as
BYE will terminate the session.

An example of a SIP message is shown in the next image:

VolP Providers

Outgoning
Proxy
(DomainA)

_ RTP
User AgentA@DomainA User AgentB@DomainB

Starting the call receiving the call

Usually, VoIP providers don't implement a pure SIP trapezoid. They don't allow
you to send calls to outside domains because this affects the revenue stream. They
implement something that is closer to a SIP triangle.

[o]
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SIP operation theory

You can see the main components of the SIP architecture in the following image:

SIP main componenets

Registrar

Proxy or Redirect
/ Server

v ¥
UAC UAS

User Agent User Agent
Client Server

1 1 )

RTP media flow

N v

UA
User Agent

The entire SIP signaling flows through the SIP proxy server. On the other hand,
the media signaling, transported by the RTP protocol, flows directly from one
endpoint to another. Some of the components will be briefly explained in the
following sequence:

1. UAC (User Agent Client): The client or terminal that starts the SIP signaling

2. UAS (User Agent Server): The server that responds to the SIP signaling
coming from an UAC

UA (User Agent): The SIP terminal (IP phones, ATAs, softphones, and so on)

Proxy server: Receives requests from a UA and transfers to another SIP proxy
if this specific terminal is not under its domain

5. Redirect server: Receives requests and responds to the caller with a message
containing data about the destination ("302", Moved Temporarily")

6. Location server: Provides the callee's contact addresses to proxy and
redirect servers

OpenSIPS can be configured to provide proxy, redirect, and location services on a
single platform.

[10]
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SIP registering process

The following image depicts the SIP registering process:

Location Register sip:asteriskguide.com
Database From: sip 8500@asteriskguide.com
to sip:8500@astericguide.com
Contact: <sip:200.180.1.1>

Expires 3600 ﬁ

SIP/2.0 200 OK

The SIP protocol employs a component called REGISTRAR. It is a server which
accepts REGISTER requests and saves the information received within these packets
on the location server for their managed domains. The SIP protocol has a discovery
capacity. In other words, if a user starts a session with another user, the SIP protocol
has to discover an existing host where the user can be reached. The discovery process
is done by a location server that receives the request and finds the target destination.
This is stored in a location database maintained by the Location server per domain.
The register server may accept other types of information, not only the client's IP
addresses. It can receive other information such as Call Processing Language (CPL)
scripts on the server.

Before a telephone can receive calls, it needs to be registered with the location
database. In this database, we will have all of the phones associated with
their respective IP addresses. In our example, you will see the SIP user
8590@voffice.com.br registered in the IP address 200.180.1.1.

RFC3665 defines best practices to implement a minimum set of functionality for a SIP
IP communications network.

[111]
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According to the RFC3665, there are five basic flows associated with the process of
registering a user agent. They are as follows:

Diagram Description
by rESTRIOD A successful New registration: After sending
Agent oy the REGISTER request, the User Agent will be
challenged against its credentials. We will see this
REGISTER— in detail in Chapter 5, Adding Authentication with
=01 nauthorized__ MySQL, which is dedicated to authentication.
REGISTER
< 200 OK

Update of Contact List Update of Contact list: As it is not a new

,;Jgseer:t P?(I;Ey registration, the message already contains the
digest and a "401" message won't be sent. To
REGISTER change the contact list, the User Agent just needs
to send a new REGISTER message with the new
200 0K contact in the CONTACT header field.

Request for current

_ Request for current Contact list: In this case, the
User  Contact list Sip

User Agent will send the CONTACT header field

Agent Proxy
empty, indicating that the user wishes to query
REGISTER the server for the current contact list. In the 200
OK message, the SIP server will send the current
200 0K contact list in the CONTACT header field.

Cancellation of the
User registration Sip
Agent Proxy

Cancellation of the registration: The User
Agent now sends the message with an EXPIRES
header field of 0 and a CONTACT header field
configured as '*' to apply to all the existing
contacts.

REGISTER

veor ! N Unsuccessful Registration: The UAC sends

Agent Prony a REGISTER request and receives a 401

Unauthorized message in exactly the same way

as successful registration. In the sequence, it

401 Unauthorized produces a hash and tries to authenticate. The
REGISTER server, detecting an invalid password, sends a 401

Unauthorized message again. The process will be

repeated for the number of retries configured in

the UAC.

REGISTER

401 Unauthorized

[12]
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Server operating as a SIP proxy

In SIP proxy mode, all SIP signaling goes through the SIP proxy. This behavior
will help in processes such as billing and is, by far, the most common choice.
The drawback is the overhead caused by the server in the middle of all SIP
communications during the session's establishment. Remember, RTP packets
will always go directly from one endpoint to another, even if the server is
working as a SIP proxy. This is shown in the following screenshot:

Proxy
Location and
INVITE Registrar |.NV|TE
sip:8500@asteriskguide.com Server sip:8500@200.180.4.168

From: sip:2400@sip.com
To: sip:8500@asteriskguide.com
Call-ID 2400@sip.com

From: sip:2400@sip.com
To: sip:8500@asteriskguide.com
Call-ID 2400@sip.com

EEE OK 200 OK 200
From: sip:2400@sip.com From: sip:2400@sip.com
To: sip:8500@asteriskguide.com To: sip:8500@asteriskguide.com
T Call-ID 2400@sip.com Call-ID 2400@sip.com I
Media Flow
sip:2400@sip.com sip:8500@200.180.4.168

Server operating as a SIP redirect

The SIP proxy can operate in SIP redirect mode. In this mode, the SIP server is very
scalable because it doesn't keep the state of transactions. Just after the initial INVITE,
it replies to the UAC with a "302 moved temporarily" message and is removed

from the SIP dialog. In this mode, a SIP proxy —even with very few resources —can
forward millions of calls per hour. It is normally used when you

need high scalability, but don't need to bill the calls.

INVITE sip:8500@sermyadmin.org Location,
From: sip:2400@sip.com Registrar and
To: sip:8500@sermyadmin.org Redirect
Call-ID: 2400@sip.com Server
OK 302 moved temporarily
Contact sip:8500@200.180.4.168
INVITE 8500@200.180.4.168 f
P OK 200
ACK 8500@200.180.4.168
Media Flow
sip:2400@sip.com sip:8500@200.180.4.168
[13]
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Basic messages

The basic messages sent in a SIP environment are:

Message Description RFC

ACK Acknowledge an INVITE RFC3261
BYE Terminate an existing session RFC3261
CANCEL Cancel a pending registration RFC3261
INFO Mid-call signaling information RFC2976
INVITE Session establishment RFC3261
MESSAGE Instant message transport RFC3428
NOTIFY Send information after subscribe RFC3265
PRACK Acknowledge a provisional response RFC3262
PUBLISH Upload status information to the server RFC3903
REFER Ask another UA to act upon URI RFC3515
REGISTER Register the user and update the location table RFC3261
SUBSCRIBE  Establish a session to receive future updates RFC3265
UPDATE Update a session's state information RFC3311

Most of the time, you will use REGISTER, INVITE, BYE, and CANCEL. Some
messages are used for other features. As an example, INFO is used for DTMF relay
and mid-call signaling information. PUBLISH, NOTIFY, and SUBSCRIBE give
support to presence systems. REFER is used for call transfer and MESSAGE for chat
applications. Newer messages can appear depending on the protocol standardization
process. Responses to these messages are in text format, as in the HTTP protocol.
Some of the most important responses are shown in the following image:

[14]
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302 Moved Temporarily

Description Code Examples
Informational or 1XX 100 Trying 182 Queued
provisional response 180 Ringing 183 Early Media

181 Call Is Being Forwarded

Success 2XX 200 OK
202 Accepted

Redirect IXX 300 Multiple Choices 303 See Other
301 Moved Permanently 305 Use Proxy

380 Alternative Service

Client Errors 4XX 400 Bad Request

401 Unauthorized

402 Payment Required
403 Forbidden

404 Not Found

405 Method Not Allowed
406 Not Acceptable

411 Length Required

413 Request Entity Too Large
414 RequestURI Too Large
415 Unsupported Media Type
420 Bad Extension

480 Temporarily not available

501 Not Implemented
502 Bad Gateway

407 Proxy Authentication 482 Loop Detected
Required 483 Too Many Hops
408 Request Timeout 484 Address Incomplete
409 Conflict 485 Ambiguous
410 Gone 486 Busy Here

Server Errors 5%XX 500 Internal Server Error 503 Service Unavailable

504 Gateway Timeout
505 SIP Version not supported

Global Errors 6XX 600 Busy Everywhere
603 Decline

604 Does not exist anywhere
606 Not Acceptable

SIP dialog flow

This section introduces some basic SIP operations using a simple example. Let's
examine this message sequence between two user agents in the next image. You
can see several other flows associated with session establishment in the RFC3665.

INVITE (1)

\ 4

INVITE (3) |

100 Trying (2)

INVITE (5)

| 100 Tying (4)

o 180 Ringing (6)

180 Ringing (7)

< 180 Ringing (8) |« 200 OK (9)
_ 2000k (10) ¢
_ 2000K(11) [
ACK(12) N

< Media Session RTP (13) >
Device P BYE (14) Device
(phone) [« (phone)
userA 200 OK (15) » userB

[15]
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The messages are labeled in sequence. In this example, userA uses an IP phone
to call another IP phone over the network. To complete the call, two SIP proxies
are used.

userA calls userB using its SIP identity, called the SIP URI. The URI is similar to an
e-mail address such as sip:userA@sip.com. A secure SIP URI can be used too, such
as sips:userAesip.com. A call made using sips: (secure SIP) will use a secure
transport (TLS-Transport Layer Security) between the caller and the callee.

The transaction starts with userA sending an INVITE request addressed to userB.
The INVITE request contains a certain number of header fields. Header fields are
named attributes that provide additional information about the message. They
include a unique identifier, the destination, and information about the session as
shown here:

INVITE from A->B

INVITE sip:userB@sipB.com SIP/2.0

Via: SIP/2.0/UDP moon.sipA.com;branch=z9hG4bK776asdhds
Max-Forwards: 70

To: userB <sip:userB@sipB.com>

From: userA <sip:userA@sipA.com=>;tag=1234567890
Call-ID: aB4b4c76e667 10@moon.sipA.com

CSeq: 314159 INVITE

Contact: <sip:userB@sun.sipB.com>

Content-Type: application/sdp

Content-Length: 142

(SDP not shown)

The first line of the message contains the method name. The following lines contain a
list of header fields. This example contains the minimum set required. We will briefly
describe these header fields as follows:

e VIA: This header field contains the address which will be used to send the
responses back for this request. It also contains a parameter called branch
that identifies this transaction. The VIA header defines the last SIP hop as IP,
transport, and transaction-specific parameters. VIA is used exclusively for
routing back the replies. Each proxy adds an additional VIA header. It is a lot
easier for replies to find their route back using the VIA header than to refer
back to the location server or DNS.

e TO: This contains the name (display name) and the SIP URI
(sip:userBesip.com) to the destination originally selected. The
TO header field is not used to route the packets.

[16]
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FROM: This contains the name and SIP URI (sip:userA@sip.com) that
indicates the caller ID. This header field has a tag parameter containing

a random string that was added to the URI by the IP phone. It is used for
purposes of identification. The tag parameter is used in the TO and FROM
fields. It serves as a general mechanism to identify the dialog, which is

a combination of the Call-ID along with the two tags — one from each
participant in the dialog. Tags can be useful in parallel forking.

CALL-ID: This contains a globally unique identifier for this call generated by
the combination of a random string and the hostname or IP address from the
IP phone. A combination of the TO, FROM, and CALL-ID tags fully defines
an end-to-end SIP relation known as a SIP dialog.

CSEQ: The CSEQ or command sequence contains an integer and a method
name. The CSEQ number is incremented with each new request inside a SIP
dialog and is a traditional sequence number.

CONTACT: This contains a SIP URI, which represents a direct route

to contact userA, usually composed by a username and a FQDN (fully
qualified domain name). Sometimes, the domains are not registered and
thus IP addresses are permitted too. While the VIA header field tells the
other elements where to send a response, the CONTACT field tells the other
elements where to send future requests.

MAX-FORWARDS: This is used to limit the number of allowed hops a
request can make in the path to its final destination. It consists of an integer
which is decremented by one each hop.

CONTENT-TYPE: This contains a body message description.

CONTENT-LENGTH: This contains a byte count of the body message.

Session details, such as the media type and codec, are not described using SIP.
Instead, SIP uses a session description protocol called SDP (RFC2327). This SDP
message is carried by the SIP message, similar to an e-mail attachment.

The phone does not know the location of userB or the server responsible for
domainB. Thus, it sends the INVITE request to the server responsible for the
domain sipA. This address is configured in the phone of userA or can be discovered
by DHCP. The server sipA. com is also known as the SIP proxy for the domain
sipA.com. The sequence is as follows:

1.

In this example, the proxy receives the INVITE request and sends a message
"100 trying" back to userA, signaling that the proxy receives the INVITE
and is working to forward the request. The SIP responses use a three-digit
code followed by a descriptive phrase. This response contains the same TO,
FROM, CALL-ID, and CSEQ header fields and a parameter "branch" in the
VIA header field such as the INVITE request. This allows userA's phone to
correlate to the INVITE request sent.

[171]
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Introduction to SIP

2.

ProxyA locates proxyB consulting a DNS server (SRV records) to find out
what server is responsible for the SIP domain sipB and forwards the INVITE
request. Before sending the request to proxyA, it adds a VIA header field that
contains their own address. The INVITE request already had the address of
userA in the first VIA header field.

ProxyB receives the INVITE request and responds with a "100 Trying"
message back to the proxyA indicating that it is processing the request.

ProxyB consults their own location database for userB's address, and then
adds another VIA header field with their own address to the INVITE request
and forwards it to userB's I address.

userB's phone receives the INVITE request and starts ringing. The phone
indicates back this condition by sending a message of "180 Ringing".

This message is routed back through both proxies in the reverse direction.
Each proxy uses the VIA header field to determine where to send the
response and removes their own VIA header from the top. As a result, the
message "180 Ringing" can return back to the user without any lookups to
DNS or Location Service and without the need for stateful processing. Thus,
each proxy sees all messages resulting from the INVITE request.

When userA's phone receives the "180 ringing" message, it starts to ring
back, signaling the user that the call is ringing on the other side. Some
phones show this in the display.

In this example, userB decides to attend the call. When he or she picks up
the handset, the phone sends a response of "200 Ok" to indicate that the

call was taken. The "200 Ok" message contains a session description in its
body, specifying codecs, ports, and everything pertaining to the session. It
uses the SDP protocol for this duty. As a result, an exchange occurs in two
phases of messages from A to B (INVITE) and B to A (200 OK), negotiating
the resources and capabilities used on the call in a simple "offer/response"
model. If userB does not want to receive the call or is busy, the message "200
Ok" won't be sent and a message signaling the condition (that is, "487 busy
here") will be sent instead.

[18]
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Response 200 Ok

SIP/2.0 200 OK

Via: SIP/2.0/UDP sipB.com
;branch=z9hG4bKnashds8;received=192.0.2.3

Via: SIP/2.0/UDP moon.sipA.com
:branch=z9hG4bK77ef4c2312983.1;received=192.0.2.2
Via: SIP/2.0/UDP phoneA.sipA.com
:branch=z9hG4bK776asdhds ;received=192.0.2.1

To: userB <sip:userB@sipB.com>;tag=a6éc85cf

From: userA <sip:userA@sipA.com>;tag=1928301774
Call-ID: a84b4c76e66710@phoneA.sipA.com

CSeq: 314159 INVITE

Contact: <sip:userB@192.0.2.4>

Content-Type: application/sdp

Content-Length: 131

The first line contains the response code and description (OK). The following lines
contain the header fields. The VIA, TO, FROM, CALL-ID, and CSEQ fields are copied
from the INVITE request. There are three VIA fields —one added by userA, another
by the proxyA, and finally by the proxyB. The SIP phone of userB added a parameter
tag on both endpoints inside the dialog and will be included in all future requests
and responses for this call.

The CONTACT header field contains the URI with which userB can be contacted
directly in their own IP phone.

The CONTENT-TYPE and CONTENT-LENGTH header fields give some information
about the SDP header ahead. The SDP header contains media-related parameters
used to establish the RTP session.

1. In this case, the message "200 Ok" is sent back through both proxies and is
received by userA, and then the phone stops ringing back indicating that the
call was accepted.

2. Finally, userA sends an ACK message to userB's phone confirming the
reception of the "200 Ok" message. In this example, the ACK is sent directly
from phoneA to phoneB, avoiding both proxies. ACK is the only SIP method
which has no reply. The endpoints learned each other's addresses from
the CONTACT header fields during the INVITE process. This ends the
INVITE/200 OK/ACK cycle, also known as the SIP three-way handshake.

3. At this moment, the session between both users starts and they send media
packets to each other using a mutually agreed format established by the
SDP protocol. Usually, these packets are end-to-end. During the session,
the parties can change the session's characteristics by issuing a new INVITE
request. This is called a re-invite. If the re-invite is not acceptable, a message
"488 Not Acceptable Here" will be sent, but the session will not fail.

[19]
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4. At the session's end, userB disconnects the phone and generates a BYE
message. This message is routed directly to userA's softphone, bypassing
both proxies.

5. userA confirms the reception of the BYE message with a "200 OK" message
ending the session. No ACK is sent. An ACK is sent only for
INVITE requests.

In some cases, it can be important for proxies to stay in the middle of the signaling to
see all messages between endpoints during the whole session. If the proxy wants to
stay in the path after the initial INVITE request, it has to add the RECORD-ROUTE
header field to the request. This information will be received by userB's phone and

it will send back the message through the proxies with the RECORD-ROUTE header
field included too. Record routing is used in most scenarios.

The REGISTER request is the way that proxyB learns the location of userB. When
the phone initializes, or at regular time intervals, the softphone B sends a REGISTER
request to a server on domain sipB known as "SIP REGISTRAR". The REGISTER
messages associate a URI (userBesipB.com) to an IP address. This binding is stored
in a database in the Location server. Usually, the Registrar, Location, and proxy
servers are in the same computer and use the same software. OpenSIPS is capable of
playing all three roles. A URI can only be registered by a single device at a time.

SIP transactions and dialogs

Transactions and Dialogs
INVITE (1)
g INVITE (3)
100 Trying (2) INVITE (5)
100 Trying (4) 4
le——" YN ™ |
180 Ringing (6) T .
o 180 Ringing (7 ransaction
180 Ringing (8) |[«-20Ringing (7) | 200 0K ()
200 OK (10)
200 OK (11) Dialog
ACK(12) N
Media Session RTP (13)
P BYE (14)
200 OK (15) || Transaction
[20]

More free ebooks : http://fast-file.blogspot.com


Administrator
Highlight


Chapter 1

It is important to understand the difference between a transaction and a dialog. A
transaction occurs between a user agent client and a user agent server, and comprises
all messages from the initial request to the final response (including all interim
responses). The responses can be provisional, starting with 1 followed by two

digits (for example, "180 Ringing") or final starting with 2 followed by two digits

(for example, "200 Ok"). The scope of a transaction is defined by the stack of the VIA
headers of the SIP messages. So, after the initial invite, the user agents don't need to
rely on DNS or location tables to route the messages.

According to RFC3261:

A dialog represents a peer-to-peer SIP relationship between two user agents, which
persists for some time. A dialog is identified at each UA with a dialog ID, which
consists of a Call-ID value, a local tag, and a remote tag.

A dialog is a succession of transactions which control the creation, existence, and
termination of the dialog. All dialogs have a transaction to create them and may or
may not have a transaction to change them (mid-transaction). Also, the end dialog
transaction may be missing (some dialogs end based on timeouts rather than by
explicit termination).

According to RFC 3665, there are 11 basic session establishment flows. The list is not
meant to be complete, but covers the best practices. The first two, "Successful Session
Establishment" and "Session Establishment Through Two Proxies", are already
covered in this chapter. Some of the others will be seen in the chapter dedicated to
call forwarding such as "Unsuccessful with no Answer" and "Unsuccessful Busy".

The RTP protocol

The Real Time Protocol (RTP) is responsible for the real-time transport of data such
as audio and video. It was standardized on RFC 3550. It uses UDP as the transport
protocol. To be transported, the audio or video has to be packetized by a codec.
Basically, the protocol allows the specification of timing and content requirements
of the media transmission for the incoming and outgoing packets using;:

e Sequence number

¢ Timestamps

e Packet forward without retransmission

e Source identification

e Content identification

e Synchronism

[21]
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Introduction to SIP

The RTP has a companion protocol called Real Time Control Protocol (RTCP) used
to monitor the RTP packets. It can measure the delay and jitter.

Codecs

The content described in the RTP protocol is usually encoded by a codec. Each

codec has a specific use. Some have compression, while others don't. G.711 is the
most popular codec and it does not use compression. With 64Kbps of bandwidth

for a single channel, it needs a high-speed network, commonly found in Local Area
Networks (LANs). However, in Wide Area Networks (WANSs), 64 Kbps can be too
expensive to buy for a single channel. Codecs such as G.729 and GSM can compress
the voice packets to as low as 8 Kbps, saving a lot of bandwidth. Some codecs such as
the iLBC from Global IP sound can conceal packet loss. The iLBC can sustain a good
voice quality even with 7% packet loss. So, you have to choose the codecs you will
support in your VoIP provider wisely.

DTMF relay

In some cases, the RTP protocol is used to carry signaling information such as DTMF.
The RFC2833 describes a method to transmit DTMF as named events in the RTP
protocol. It is very important that you use the same method between user agent
servers and user agent clients.

Real Time Control Protocol (RTCP)

RTCP can provide feedback on the quality of reception. It provides out-of-band
control information for a RTP media flow. Statistics such as jitter, round trip time
(RTT), latency, and packet loss can be gathered using RTCP. RTCP is usually used
for voice quality reporting.

Session Description Protocol (SDP)

The SDP protocol is described in the RFC4566. It is used to negotiate session
parameters between the user agents. Media details, transport addresses, and other
media-related information are exchanged between the user agents using the SDP
protocol. Normally, the INVITE message contains the SDP offer message, while "200
OK" contains the answer message. These messages are shown in the next screenshot.
You can observe that the GSM codec is offered, but the other phone does not support
it. Then it answers with the supported codecs; in this case, G.711 ulaw (PCMU) and
G.729. The session rtpmap:101 is the DTMF relay described in the RFC2833.

[22]
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Here is the INVITE (SDP offer) message:

[F 5ession Initiation Protocol

Request-Line: INVITE sip:852068.8.30.36:42989 SIP/2.0
Message Header

= Message body

B =

B Session Description Protocol
session Description Protocol version (v): 0
= Owner/Creator, Session Id (0): root 10968 10968 IN IP4 8.8.1.4
Owner Username: root
session ID: 10968
session version: 10968
owner Network Type: IN
owner Address Type: IP4
owner Address: 8.8.1.4
session Name (s): session
#® Connection Information (c): IN IP4 8.8.1.4
# Time pescription, active time (t): 0 0
® Media pescription, name and address (m): audio 17412 RTP/AVP 0 3 18 101
® Media attribute (a): rtpmap:0 PCMU/8000
® Media Attribute (a): rtpmap:3 GSM/8000
® Media Attribute (a): rtpmap:18 G729/8000
@ Media Attribute (a): fmtp:18 annexb=no
# Media attribute (a): rtpmap:101 telephone-event /8000
® Media attribute (a): fmrp:101 0-16
#® Media Attribute (a): silencesupp:off - - - -

The following screenshot shows the "200 Ok" (SDP answer) reply:

|= Session Initiation Protocol
® Status-Line: SIP/2.0 200 OK
+ Message Header

= Message body

B Session Description Protocol
session Description Protocol version (v): 0
owner /Creator, Session Id (0): root 11218 11218 IN IP4 8.8.1.4
owner Username: root
session ID: 11218
session version: 11218
owner Network Type: IN
owner Address Type: IP4
owner Address: 8.8.1.4
session name (s): session
connection Information (c): IN IP4 8.8.1.4
Time Description, active time (t): 0 0
Media pescription, name and address (m): audio 17428 RTP/AVP 0 18 101
Media Attribute (a): rtpmap:0 PCMU/8000
Media attribute (a): rtpmap:18 G729/8000
Mmedia attribute (a): fmtp:18 annexb=no
Media attribute (a): rtpmap:101 telephone-event/8000
Media Attribute (a): fmtp:101 0-16
Media Attribute (a): silencesupp:off - - - -

mw

HEEEEEEER
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The SIP protocol and the OSI model

It is always important to understand the voice protocols against the OSI model to
situate where each protocol fits.

Application OpenSIPS

Presentation G.729/G711/GSM/Speex
.Session SIP/SIPS .
Transport UDP/TCP/SCTP/TLS/RTP/SRTP/RTCP :
Network IP .
_Datarink Frame-Relay/ATM/PPP/Ethernet

Physical Ethernet/V.35/RS-232/xDSL

VolIP provider, the big picture

Before we start digging into the SIP proxy, it is important to understand all the
components for a VoIP provider solution. They are shown in the following image:

MySQL/Postgres/
Unixodbc Database

C Ethernet O
| | | | | |

The SIP provider
Big Picture

sip P%srf; PSTN Call NAT A:ﬁg“gggg Monitoring
proxy ) Gateway Forward Traversal : Tools
Provis. Generation

| | | |
C Ethernet O

CPE device(router)
Usually xDSL or
Cable

T
Internet 5
T

T
T .

= Firewall
T

Customer Customer
Using an ATA Firewall
or Softphone
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A VoIP provider usually consists of several servers and services. The services
described here could be installed in a single server or multiple servers depending
on the dimensioning,.

In this book, we will cover each one of these components from left to right in the
chapters ahead. We are going to use this picture in all the chapters to help you
realize where you are.

SIP proxy

The SIP proxy is the central component of our solution. It is responsible for
registering the users and keeping the location database (maps IP to SIP addresses).
The entire SIP routing and signaling is handled by the SIP proxy, and it is also
responsible for end-user services such as call forwarding, white/blacklist, speed
dialing, and others. This component never handles the media (RTP packets); all
media-related packets are routed directly from the user agent clients, servers, and
PSTN gateways.

User administration and provisioning portal

One important component is the user administration and provisioning portal.

In the portal, the user may subscribe to the service and should also be capable of
buying credits, changing passwords, and verifying his or her account. On the other
hand, administrators should be able to remove users, change user credits, and
grant and remove privileges. Provisioning is the process used to make it easier for
administrators to provide automatic installation of user agents such as IP phones,
analog telephony adapters, and soft-phones.

PSTN gateway

To communicate with the public switched telephone network, a PSTN gateway is
required. Usually, this gateway will interface the PSTN using E1 or T1 trunks. The
most common products in this arena are gateways from CiscoTM, AudioCodesTM,
and QuintumTM. Asterisk is gaining market in this area because of their price per
port cost, which is sometimes 75% less than the competitors. To evaluate a good
gateway, check the support of SIP extensions such as RFC3515 (Refer), RFC3891
(Replaces), and RFC 3892(Referred-By). These protocols will allow unattended
transfers behind the SIP proxy; without them in the gateway, it might be
impossible to transfer calls.

[25]
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Introduction to SIP

Media server

The SIP proxy never handles the media. Services such as IVRs, voicemail, conference,
or anything related to media should be implemented in a media server. SIP Express
Media Server (SEMS) developed by iptel has some nice features such as conference,
voicemail, and announcements. Once again, Asterisk can be used as a wildcard to
provide these services.

Media Proxy or RTP Proxy for NAT traversal

Any SIP provider will have to handle NAT traversal for their customers. The Media
Proxy is an RTP bridge that helps the users behind symmetric firewalls to access
the SIP provider. Without them, it won't be possible to service a large share of the
user base. You can implement a universal NAT traversal technique using these
components. The Media Proxy can also help you in the accounting correction for
unfinished SIP dialogs which, for some reason, didn't receive the BYE message.

Accounting and CDR generation

An AAA (Authentication, Authorization and Accounting) server can be used along
with OpenSIPS. FreeRADIUS is a common choice. In several implementations,

you can skip RADIUS and use SQL accounting. Some VoIP providers will leverage
an existing AAA server, while some others will prefer the low-overhead MySQL
accounting. SerMyAdmin can now be used for accounting purposes. The CDR
generation is beyond accounting, where the duration of the calls is calculated.

Monitoring tools

Finally, we will need monitoring, troubleshooting, and testing tools to help debug
any problems occurring in the SIP server. The first tool is the protocol analyzer and
we will see how to use ngrep, ethereal, and tethereal. The OpenSIPS has a module
called SIPTRACE. We will use that too.

Where you can find more information

The best reference for the SIP protocol is RFC3261. Reading the RFCs is a little bit
boring and sleep inducing (It is very good when you have insomnia.). You can find
the RFC at http://www.ietf.org/rfc/rfc3261.txt.

A good SIP tutorial can be found at Columbia University:
http://www.cs.columbia.edu/~coms6181/slides/11/sip long.pdf. Together,
you can find a lot of information about SIP at http://www.cs.columbia.edu/sip/.

[26]
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Chapter 1

A very good tutorial can be found at the iptel website:
http://www.iptel.org/files/sip tutorial.pdf.

There is a mailing list where you can post questions about SIP, called SIP
implementers: https://lists.cs.columbia.edu/mailman/listinfo/
sip-implementors

Summary

In this chapter, you have learnt what the SIP protocol and its functionality is. You
had the opportunity to learn about the SIP components such as the SIP proxy, SIP
REGISTRAR, user agent client, user agent server, and PSTN gateway. You saw the
SIP architecture, and its main messages and processes. You can explore some sources
to find further information listed too.

[27]
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In the last chapter, we discussed the big picture of running a VolIP provider.
Usually, a VoIP provider is composed of several components. These components
can reside on the same machine or be spread over several machines, depending
upon your dimensioning. One of these components is the SIP proxy server; in our
case, the server running the OpenSIPS software. What best describes the OpenSIPS
server is a SIP router. It is capable of manipulating the SIP headers and routing
packets at extremely high speeds. Third-party modules give OpenSIPS extreme
flexibility to play roles that were not originally intended, such as NAT traversal,
IMS, load balancing, and other functionalities. In this chapter, we will show you
the possibilities and the architecture of the OpenSIPS server.

By the end of this chapter, you will be able to:
e Explain what OpenSIPS is

e Describe their usage scenarios
e Distinguish between the different sections of the opensips.cfg file

e Describe the processing of the SIP messages
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Where we are

The VoIP provider solution has many components. To avoid losing perspective, we
will show this image in every chapter. In this chapter, we are working with the SIP

proxy component.
MySQL/Postgres/
Unixodbc Database

C Ethernet O

The SIP Provider
Big Picture

sIp FEJOS:; PSTN Call NAT A;gg“gggg Monitoring
proxy ) Gateway Forward Traversal : Tools
Provis. Generation

C - O

CPE device(router)
Usually xDSL or
Cable

Internet S

T
I .

: 4] Firewall
T

Customer Customer
Using an ATA Firewall
or Softphone

What is OpenSIPS?

OpenSIPS is an open source SIP proxy server compliant with the IETF RFC3261 SIP
protocol. It is targeted at large-volume applications.

With its small footprint, OpenSIPS is extremely fast in forwarding requests and can
handle thousands of users with a single server. It is being used by both large VoIP
providers and embedded IP PBXs with very low processing power.

[30]
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OpenSIPS history

OpenSIPS is based on SER, originally developed by the FhG Fokus research institute
in Berlin, Germany and released under the GPL license. OpenSERs was the first fork
of the original SER project. In 2004, FhG Fokus started a spin-off of the SER project
creating the iptel.org. In 2005, the commercial variant of iptel was sold to Tekelec.
The core development team was split into two; some of them went to iptel.org and
the others left FhG to start a company called Voice System, the main maintainer of
the OpenSER project that started in 2005.

The concept of this book started in late 2005 based on the SER project. At that time,
I was interested in a NAT traversal solution that was available only using SER.
The scalability of Asterisk was not good enough to host a SIP provider, so I started
playing with SER. The documentation was really hard to understand, so I started
writing my own to train the administrators of the SIP providers. The book evolved
to OpenSER and more recently to OpenSIPS. The OpenSER project was renamed
and forked in 2008. Now, there are two variants — Kamailio and OpenSIPS.

I don't want to get into the politics of SER, Kamailio, and OpenSIPS. The concepts
presented here are valid for both. I wrote the book using OpenSIPS because, in my
opinion, they are delivering software in a consistent manner. Another decision is to
write about the development version. I hope it will be released by the time the book
is available.

OpenSIPS has a flexible plugin model for third-party applications. Applications

can be easily created and plugged into the server. Thus, accounting plugins such as
RADIUS, ENUM, Presence, and SMS were written. Newer modules are being added
every month. You can check available modules for OpenSIPS 1.5.x at:

http://www.opensips.org/index.php?n=Resources.DocsModules.

OpenSIPS is not used just by service providers. Today, it can be used to construct
SIP appliances. SIP firewalls, session border controllers (SBCs), and load balancers
using code borrowed from the OpenSIPS project. OpenSIPS was chosen by Linksys
for the one PBX platform, probably because of the small footprint and high
performance available.

Main characteristics

Some of the main characteristics of the OpenSIPS project makes it specially suited for
certain environments. When you need the speed, flexibility, scalability, portability,
and the capability to run in environments with low computing capacity, OpenSIPS
may be the perfect match.

[31]
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Speed

OpenSIPS can handle tens of thousands of calls per second even on low-cost
hardware. This speed allows networks to be configured with off-the-shelf hardware
with little maintenance. The development using ANSI C with some assembler
routines is responsible for this kind of performance.

Flexibility
OpenSIPS is very open and their administrators can define their behavior using a

script language. The script language is flexible and powerful to attend even the most
complicated scenarios.

OpenSIPS is extendable

OpenSIPS can be extended by linking new codes developed in C. The new code can
be developed independent of the OpenSIPS core and linked at the execution time.
The concept is similar to the modules in Apache Web Servers. Recently, new layers
of programming were added. It is possible to use Call Processing Language

(CPL) to simplify the routing scripts. WeSIP is an application program interface
that allows you to use Java and servlets to extend the OpenSIPS server creating

a SIP Application Server. These extensions (providing new functionalities) are
called modules. OpenSIPS 1.6 provides almost 100 different modules, which

can be selectively loaded and used in the configuration/routing file.

Portability

OpenSIPS was written in ANSI C. Thus, it is highly portable and available to
UNIX-like systems such as Linux, Solaris, and BSD.

Small footprint

The OpenSIPS core is very thin. The oldest versions were 300 KB in size. With some
modules, this can increase to a few megabytes. Because of this characteristic, it is
being used in several embedded platforms.

[32]
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Usage scenarios

OpenSIPS is primarily used as a SIP proxy and REGISTRAR. However, it can be used
in some other applications such as a proxy dispatcher/balancer, Jabber Gateway,
Presence server, SIP multirouter, and NAT traversal together with Media Proxy

and RTP Proxy. It supports IP versions 4 and 6, and can serve multiple domains.
OpenSIPS can be executed on the Linux, Solaris, and FreeBSD platforms.

OpenSIPS was created to be a SIP proxy. However, with the addition of new
modules, OpenSIPS can now be used in several scenarios such as:

Modules Functionality
DISPATCHER, PATH Load balancing
MEDIAPROXY, RTPPROXY, NATHELPER  Nat traversal
PRESENCE Presence server
IMC, XMPP Instant messaging

Let's see the most common usage scenarios for OpenSIPS. In all these scenarios,
OpenSIPS works like glue that binds all SIP components together, such as:

e VoIP providers

e Instant messaging providers

e SIP load balancing

e Embedded IP PBX

e NAT traversal

e SIP.edu

[33]
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OpenSIPS configuration file

The file depicted in the following image is the main OpenSIPS configuration file,
opensips.cfg:

it Global Parameters it ~___ Global
debug=3 _ Configuration
log_stderror=no ~ —— —

fork=yes Parameters
children=4

s Modules Section #HHH##IHE__— ~ Module loading

#set module path —
mpath= fusrflocaI!hbfopen&ps!modulesf"
#loadmodule "db_mysqgl.so"

loadmodule ' mgnahng.so"

loadmodule "sl.so"

" Module Specific Parameters
 — setting module- spec_f IC paran 1etérs
modparam("mi_fifo", "fifo_name", "f’tmpfopenmps fifo")
modparam("rr",” "enable full_Irm, 1)
modparam("rr", "append_fromtag", 0)

Bitp Routlng Logic m
route{ — — — N A
E— Main routing block ‘
if (Imf_process_ maxfwd header( 10")){ —
sl_send_reply("483","Too Many Hops")
exit;

oute[1]{ —— — _Routmgblocks ‘

# for INVITEs enable some additional helper routes
if (is_method("INVITE")) {

t_on_branch("2");

t_on_reply("2");

t_on_failure("1");

if ('t_rel
5 _;?_?gg&’{_e”or(); _~~ Branch route blocks

éxit;

} ._."' A
branch_route[2] { = " Reply routing blocks
xlog("new branch at $ru\n"); .

onreply_| route[2] { —
xiog("incoming rep#srkn" s

} , Failure routes blocks
fallure route[1] { - _
if (t_was cancel[ed{,}}{

it; =

[34]
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Core and modules

OpenSIPS is built on the top of a core that is responsible for the basic functionality
and handling of the SIP messages. The modules are responsible for majority of

the OpenSIPS functions. OpenSIPS modules expose their functionality inside the
OpenSIPS script with new commands and parameters used inside the scripts.
OpenSIPS is configured in a file called opensips. cfg. This configuration file controls
which modules are to be loaded and their respective parameters. All the SIP flow is
also controlled in several routing blocks defined along the file. The opensips.cfg
file is the OpenSIPS main configuration file.

Sections of the opensips.cfg file

The opensips.cfg file has several sections, which are as follows:

e Global definitions: This portion of the file contains several working
parameters for OpenSIPS, including the listening 1P : PORT pair for the SIP
service and debug level. These global parameters affect the OpenSIPS core
and all the modules globally.

e Modules: Contains a list of external libraries required to expose the
functionalities not available in the core. Modules are loaded with 1oadmodule.

e Modules configuration: Modules have parameters that need
to be set appropriately. These parameters are configured using
modparam (modulename, parametername, parametervalue).

e Main routing block: The main routing block is where the SIP request
processing starts. It controls the processing of each SIP request received.

e Secondary routing blocks: The administrator can define new routing blocks
using the route () command. These routing blocks work like subroutines in
the OpenSIPS script.

¢ Reply routing blocks: Reply routing blocks are used to process reply
messages (provisional, successful final replies, or negative final replies),
usually 200 Ok.

¢ Failure routing blocks: Failure routing blocks are used to process failure
conditions such as busy or timeout.

e Branch routing blocks: Contains the logic to be executed for each branch of
the SIP request, just before forwarding it out.

¢ Local routing blocks: Local routing blocks are executed when OpenSIPS
internally generates a request (acting as UAS only) using the Transaction
Module (TM) .

¢ Error routing block: This route is executed when a parsing error for a SIP
request is detected.

[35]
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The opensips. cfg file will be covered in detail in the
s chapters ahead.

Sessions, dialogs, and transactions

It is important to understand the following SIP concepts which are used in the
OpenSIPS processing;:

e SIP transaction: A SIP request including any resends and their direct
responses (that is, REGISTER and 200 OK)

e SIP dialog: A relation that exists for some time between two SIP entities
(that is, a dialog established between two UACs from the INVITE until the
BYE message)

e SIP Session: A media flow (audio/video/text) between two SIP entities

Message processing in the opensips.cfg

The opensips.cfg file is a script which is executed for each SIP message received.
For example, if userA wants to talk to userB, it sends an INVITE message. This
message is processed in the main routing block. The processing may contain a
t_relay() (forward) orat_reply/sl_send reply (send a negative reply), or the
processing may even discard the message at the end of the block using the exit ()
command. The t_relay() and s1_send_reply () commands do not end the script;
you need to explicitly call the exit () command after them.

SIP proxy—expected behavior

It is important to understand the basic processing of a SIP proxy according to
the RFC3261. Without this understanding, it will be very difficult to configure a
proxy server.

Each proxy will take routing decisions, modifying the request before sending it to the
next element. The responses will be routed over the same set of proxies traversed by
the original request in a reverse order.

A SIP proxy can operate in a stateless or stateful mode. When a SIP proxy works
as a simple SIP packet forwarder, it forwards the packets to a single element
determined by the request. A proxy working in the stateless mode discards any
internal information about the message, after the message has been forwarded.
This characteristic limits the failure treatment and billing.

[36]
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When OpenSIPS knows that the 200 Ok message corresponds to a specific INVITE,
we say that it is working in stateful mode. This simply means that you can now
manage the response in an on_reply_ route () block. With stateless processing, each

message is handled without a context. Stateless processing is used in applications
such as dispatching; it uses the forward () command in the script.

When you need more sophisticated resources such as billing, call forwarding,
and voicemail, you will need to use stateful processing. Each transaction will

be maintained in memory, and failures, responses, and retransmissions will be
associated with this specific transaction. Stateful transactions are handled by the
TM (transaction) module and usually uses the t_relay () command. Also, more

advanced SIP functionalities such as serial and parallel forking work only in a
stateful mode.

An often misunderstood concept is that the processing is stateful by transaction and
not by dialog. Thus, the processing of an INVITE request until the 200 Ok response
(transaction) is stateful, and not from the INVITE to the BYE request (dialog).

Stateful operation

The following image is a simplified depiction of the stateful operation:

SIP Request Processing (RFC3261)

>
Process .
Request N Determine Forward Request Process All
Validation Rouung Request’s Target to Target Responses
Information
If Record-Route

Check Syntax Is it in the location

database?

header present

call t_ relay()
Process it

on_reply_route()

e

External
destination?

copy the received Find appropriate

Max-Forwards

Update r-uri Update Timer C
Proxy-require

Upd Max-forwards Rem, topmost via

Proxy-

Add the response
Authorization

to the context

New header fields

Postprocess
routing Forward

immediately?

Next hop,
address,port

Choose the best
final response

Add via header

Add content-

Forward new
request

Set Timer C
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You will find a complete and more detailed description in the RFC3261 text. There
is a close resemblance between the opensips. cfg sections and the previous figure.
However, some processes are manual, such as checking the Max-forwards header,
while others are encapsulated in a single command. To illustrate, when you call
t_relay (), all the forward request processing (as described) is done automatically.

When operating in a stateful mode, a proxy is simply a SIP transaction processor.
The following processing steps are required:

Validate the request.
Preprocess the routing information.
Determine the request's target.

Forward the request to the target.

S

Process all responses.

A stateful proxy creates a new server transaction for each new request received. Any
retransmissions of the request will then be handled by that server transaction.

Example: For each request traversing our SIP proxy, we will:
Step 1: Request validation

e Check the message size to avoid buffer overflows

e  Check the Max-forwards header to detect loops
Step 2: Routing information preprocessing

e If arecord-route header exists, process it
Step 3: Determine the request target

e Isitin the location database (registered users)?
e Is there a route to the destination (gateway destinations)?

e Isit directed to an external domain (external addresses)?
Step 4: Request forwarding

e Call the t_relay () function, and the OpenSIPS will do all the job for
you statefully

[38]
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Chapter 2

Step 5: Response processing

e Usually, it is done automatically by OpenSIPS. Sometimes, you can use the
on_reply route[] section to handle some responses. For example, in a "call
forward on busy" scenario, we could use the response 487 (Busy) to direct the
call to a voicemail server.

Summary

In this chapter, we have learned what OpenSIPS is and what its main characteristics
are. Now you can identify the opensips. cfg configuration file and its configuration
blocks such as global definitions, load modules, modules parameters, main routing
block, routing blocks, reply routing block, and failure routing block. Each request
accepted by the proxy is processed according to the opensips.cfg script. The

script is organized almost in the same sequence as the SIP stateful proxy processing.
Usually, the OpenSIPS operates as a loose router (SIP version 2).

[39]
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The installation is just the beginning of the work. It is very important to install
OpenSIPS correctly from the source code. It can be installed much faster from the
Debian packages or using the apt-get utility. However, installation from the source
code is much more flexible as it allows you to select the modules to be compiled.

So, we won't use any shortcuts in the installation. I strongly advise you to install
OpenSIPS using Debian.

If you choose to install on another platform, you will have to deal with init scripts
and fix the installation of the other packages.

By the end of this chapter, you will be able to:
e Install Linux prepared for OpenSIPS

e Download OpenSIPS source and its dependencies

e Compile and install OpenSIPS with MySQL and RADIUS support
e Start and stop OpenSIPS

e Configure Linux systems to start OpenSIPS at boot time

Hardware requirements

There are no minimum hardware requirements for OpenSIPS. It will run on an
ordinary PC. The best bets we have are from performance tests realized on the 1.2
version. A PC with the following specifications was capable of 28 million complete
calls per hour. The testing server was an ordinary desktop —Intel(R) Core(TM)2 CPU
6300 @ 1.86GHz, 1 GB of memory, and 100MBps Ethernet card. Unfortunately, there
are currently no formulas for OpenSIPS dimensioning. The correct hardware, CPU,
and memory shall be obtained empirically.
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Software requirements

The OpenSIPS software runs on a variety of platforms such as Linux, BSD, and
Solaris. Some generic packages are available to certain versions of Linux and
Solaris. These packages can be downloaded from www.opensips.org/Resources/
Downloads. The following packages are required to compile OpenSIPS.

e gcc (or any other C compiler as suncc or icc)

e Dbison or yacc (Berkley yacc)

o flex
e GNU make
e GNU tar

¢ GNU install
e libxml2-dev (if you want to use the presence modules)
e libxml-rpc (for mi_xmlrpc)
Some modules such as MySQL, POSTGRES, RADIUS, and others will

require additional packages for compilation. We will discuss these in their
respective chapters.

Lab—installing Linux for OpenSIPS

All of these labs were prepared using a VMware virtual machine with Debian
installed. You may download it from http://cdimage.debian.org/debian-cd/.

. Warning:
)
"Q The instructions for this lab formats the computer. Back up all the data

on your PC before proceeding or follow these instructions in a virtual
environment such as VMware or XEN.

[42]
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The steps for installing Linux are as follows:

Step 1: Insert the CD and boot the computer using Debian. Press Enter to start
the installation.

Installer boot menu

[Install
Graphical install

Advanced options

Help

GNU £ Linux

Press ENTER to boot or THB to edit a menu entry

Here, you can also select boot and installation options. Sometimes you may need
to choose some hardware-specific parameters for your installation. Press F1 for help,
if needed.

Step 2: Choose a language of your preference for use in the installation process.

[11] Choose language |

Please choose the language used for the installation process. This
language will be the default language for the final system.

This list is restricted to languages that can currently be displaved.
Choose a language:

Albanian

Arabic

Basque

Belarusian

Bosnian

Bulgarian

Catalan

Chinese (Simplified)
Chinese (Traditional)
Croatian

Czech

Danish

Dutch

English

Shaip
=
Euskaraz
Eenapyckas
Bosanski
BrArapcki
Catald
*I(Eﬁ:)
7 ()
Hrvatski
Cestina
Dansk
Nederlands
h

<Go Back>

S; <Enter> activ s buttons
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Step 3: Choose the keyboard layout.

[!] Select a keyboard layout

Keumap to use:

Belarusian
Bulgar ian
Croat ian
Czech

Swiss German
German
Danish

British English
Dworak

Estonian
Spanish

Latin American
Finnish

French

French (obsolete)
Belgian
Canadian French
Swiss French

<Go Back:>

It is very common to have to choose a keyboard layout, especially in European and
Asian countries.

Step 4: Choose the Hostname.

['] Configure the network
Flease enter the hostname for this system.

The hostname is a single word that identifies your system to the
network. If you don't know what your hostname should be, consult your
network administrator. If you are setting up your own home network,
you can make something up here.

Hosthame:

<Go Back: <Continue:

between items; < ‘Enter> actiwv huttons
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It is important to choose the name of the server because later you will use this name
to access the server.

Step 5: Choose the Domain name.

[1] Configure the network |

The domain name is the part of your Internet address to the right of
your host name. It is often something that ends in .com, .net, .edu,
or .org. If you are setting up a home network, you can make
something up, but make sure you use the same domain name on all your
computers.

Domain name:
yotfice.combrll oo _________________________________________|

<Go Back» <Continue>

The domain name is obvious but important because OpenSIPS use domains to
distinguish users, so be sure to enter the domain name correctly.

Step 6: Choose a Partitioning method.

[11] Partition disks |

The installer can guide you through partitioning a disk (using
different standard schemes) or, if you prefer, you can do it
manually. With guided partitioning you will still have a chance later
to review and customise the results.

If you choose guided partitioning for an entire disk, you will next
be asked which disk should be used,

Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up LWM

Guided - use entire disk and set up encrypted LVM
Manual

<Go Back>

ivates buttons
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We could write a whole chapter about partitioning. Linux geeks, certainly, will use
the manual option. For the purpose of learning, you can simply use the entire disk.
Consult a Linux specialist for the best partitioning scheme for your server.

Step 7: Select disk to partition.

[!!] Partition disks |

Mote that all data on the disk you select will be erased, but not
before you have confirmed that you really want to make the changes.

Select disk to partition:

SCSI1 (0,0,0) (sda) 2.1 GB VHware, YMware Virtual S

<Go Back>

etween items ] tivates buttons

Now select the disk being used to install Linux.

Step 8: Select All files in one partition (recommended for new users).

[1] Partition disks |
Selected for partitioning:
SCSI1 (0,0,0) (sda) - VMware, VMware Virtual S: 2.1 GB

The disk can be partitioned using one of several different schemes.
If you are unsure, choose the first one.

Partitioning scheme:
ALl files in one partition (recommended for new users)

Separate shome partition
Separate shome, susr, svar, and /tmp partitions

<Go Back>

hetween items; E <Ent huttons
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Again, you can choose how to partition the system. Let's stick with the default
installation again. Some advanced users may want to change it.

Step 9: Now Finish the partitioning and write changes to disk.

[11] Partition disks |

This is an overview of your currently configured partitions and mount
points. Select a partition to modify its settings (file system, mount
point, etc.), a free space to create partitions, or a device to
initialise its partition table.

Guided partitioning
Help on partitioning

SCSI1 (0,0,0) (sda) .1 GB YMware, WMware Virtual S
&

#1 primary
#S logical 156. swap

<Go Back>

<Tab» moves between items; ey selects; <Enter> activates buttons

Now finish the partitioning step and write changes to the disk. However, never do it
if you want to preserve your disk. After the partitioning, all the pre-existing content
of the disk will be erased. So think carefully before doing this. I use VMware to test
OpenSIPS; it is free and creates a virtual machine where I can work safely.

Step 10: Write changes to the disk.

1 [!1] Partition disks |

If you continue, the changes listed below will be written to the
disks. Otherwise, you will be able to make further changes manually.

HWARMING: This will destroy all data on any partitions you have
removed as well as on the partitions that are going to be formatted.

The partition tables of the following devices are changed:
SCSI1 (0,0,0) (sda)

The following partitions are going to be formatted:

partition #1 of SCSI1 (0,0,0) (sda) as ext3
partition #5 of SCSI1 (0,0,0) (sda) as swap

Write the changes to disks?

<Go Back>

between items;
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Here comes the scary part. Confirm that you want to erase all the content of the disk.
Well, think twice or even thrice before saying Yes.

¥ WARNING:
Q All data on the disk will be destroyed!

Step 11: Now Configure time zone.

[!] Configure time zone

Select your time zone:

5 rn
Central
Mountain
Facific
filaska
Hawaii
fArizona

East Indiana
Samoa

<G00 Back>

Select the time zone. It is important to have the correct time zone, mainly for reports.
If you don't see it correctly, you will end up with voicemail messages having the
wrong time.

Step 12: Set the Root password to OpenSIPs.

[11] Set up users and passwords

You need to set a password for 'root', the system administrative
account. A malicious or ungualified user with root access can have
disastrous results, so you should take care to choose a root password
that is not easy to guess. It should not be a word found in
dictionaries, or a word that could be easily assocliated with you.

A good password will contain a mixture of letters, numbers and
punctuation and should be changed at regular intervals.

Note that you will not be able to see the password as you type it.

Root password:

<G0 Back:> <Cont inue>
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Choose a password for your root user. This is the most important password on
the system.

Step 13: Re-enter password to verify.

[11] Set up users and password

Please enter the same root password again to verify that you have
typed it correctly.

Re-enter password to verify:

<Go Back> <Continue>

Please re-enter the password for confirmation purpose. Try to use a password that
is hard to crack (a password having minimum eight characters comprising of letters,
numbers, and some special characters such as "*" or "#").

Step 14: Enter the Full name for the new user as opensips.

[I'1] Set up users and passwords |

A user account will be created for you to use instead of the root
account for non-administrative activities.

Please enter the real name of this user. Thiz information will he
used for instance as default arigin for emails sent by this user as
well as any program which displays or uses the user's real name. Your
full name is a reasonable choice.

Full name for the new user:

<Go Back> <Cont inues

huttons
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Some systems require you to create at least one user. Let's do it, starting with the
full username.

Step 15: Enter the name for the user account as opensips.

[11] Set up users and passwords

Select a username for the new account. Your first name iz a
reasonable choice. The username should start with a lower-case
letter, which can be followsd by any combination of numbers and more
lower-case letters.

Username for your account:

<Go Back: <Cont inue:

huttons

Step 16: Enter the password for the user account as opensips and re-enter to confirm.

[11] Set up users and passwords

Flease enter the same user password again to werify you have typed it
correctly.

Re-enter password to verify:

<G0 Back> <Continuex

Enter the password and confirm it. Again, try to use a password that is hard
to crack.
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Step 17: Configure the package manager. Select Yes to use a mirror.

[!1 Configure the package manager

A network mirror can be used to supplement the software that is
included an the CO-ROM. This may also make newer versions of software
available.

If you are installing from a netinst CD and you choose not to use a
mirror, you will end up with only a very minimal hase system.

Use a network mirror?

<Go Back:

During the process of installation, we will use several packages distributed
by Debian.

Step 18: Select a mirror country.

[!] Configure the package manager

The goal is to find a mirror of the Debian archive that is close to
Jyou on the network —- be aware that nearby countries, or even your
own, may not be the best choice.

Debian archive mirror country:

Romania
Russian Federation
Singapore
Slovakia
Slovenia

South Africa
Spain

Sweden
Switzerland
Taiwan
Thailand
Turkey

Ukraine

United Kingdaom

<0 Back:

<Tab> moves between items elects;: <Enter> activates buttons

[51]

More free ebooks : http://fast-file.blogspot.com



OpenSIPS Installation

This screen will allow you to select the place from where you will download
the packages.

Step 19: Select ftp.debian.org or your preferred mirror. Select the one nearest to your
network to speed up the download of the packages.

[!] Confligure the package manager

Please select a Debian archive mirror. You should use a mirror in
your country or region if you do not know which mirror has the best
Internet connection to you.

Usually, ftip.<your country code>.debian.org is a good choice.

Debian archive mirror:

ftp.us.debian.org
ftp.debian
fip.egr.msu.edu
mirrors.kernel.org
debian.osuosl.org
fttp.gtlibh.gatech.edu
distro.ibiblio.org
ftp-mirror. internap.com
ftp.cerias.purdue.edu
mirror.cs.wisc.edu
ftp.uwsg. indiana.edu
natasha.stmarytx.edu
ftp.ndlug.nd.edu

<Go Back:

Step 20: Leave the Http proxy information blank or enter the appropriate parameters.

[!] Configure the package manager

If you need to use a HTTF proxy to access the outside world, enter
the proxy information here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
“"http:/s/ [[user] [:pass] @l host [port] /",

HTTP proxy information (blank for none):

<Go Back:
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If you use an HTTP proxy such as Squid or Microsoft SA Server, please enter the
appropriate parameters to allow Internet access for downloads.

Step 21: Select No to package popularity survey.

[!1] Configuring popularity-contest

The system may anonymously supply the distribution developers with
statistics about the most used packages on this system. This
information influences decisions such as which packages should go on
the first distribution CD.

It you choose to participate, the automatic submission script will
run once every week, sending statistics to the distribution
developers. The collected statistics can be viewed on
http:s/popcon.dehian.orgs.

This choice can be later modified by running "dokg-reconfigure
popularity-contest'.

Participate in the package usage survey?

<YES>

The popularity package survey generates statistics about the most
downloaded packages.

Step 22: Select Standard system.

['] Software selection
At the moment, only the core of the system is installed. To tune the
system to your needs, you can choose to install one or more of the
following predefined collections of software.

Choose software to install:

ironment

<Continues
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Debian comes in several predefined installations such as desktop, server, and standard
system. The desktop installation, as an example, installs a GUI for Linux such as
GNOME or KDE. We don't need this for our installation. Therefore, choose Standard
system. Later, we will manually install components such as the Web server, Mail
server, and SQL database.

Step 23: Select Yes to install the GRUB boot loader.

[11 Install the GRUB boot loader on & hard disk

It seems that this new installation is the only operating sustem on
this computer. If so, it should be safe to install the GRUB boot
loader to the master boot record of wour first hard drive.

Warning: If the installer failed to detect another operating suystem
that iz present on your computer, modifuing the master boot record
will make that operating system temporarily unbootable, though GRUB
can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?

<Go Back:

GRUB is a boot load manager for your server. It allows you to dual boot systems and
do some tricks during the boot process.

Step 24: Finish the Installation.

[11]1 Finish the installation |
Installation complete
Installation is complete, so it is time to boot into your new system.
Make sure to remove the installation media (CD-ROM, floppies), so

that you bhoot into the new system rather than restarting the
installation.

<Go Back:> <Continues

gtuween ite
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Finish the installation and boot the system. The system will now reboot automatically.

Step 25: Just after the reboot, install SSH as follows:

apt-get install ssh

Downloading and installing OpenSIPS
v1.6.x

Although it is easier to install OpenSIPS using the Debian packages, we will go
through the compilation process. It is more flexible and we may need to recompile
OpenSIPS a few times in this material to include other modules. The step-by-step
installation process is as follows:

Step 1: Install the dependencies.

apt-get install gcc bison flex make openssl libmysglclient-dev
libradiusclient-ng2 libradiusclient-ng-dev mysgl-server libxmlrpc-c3-dev

The MySQL server is not really a dependency, but we will install it at
= this moment to make things easier.

Step 2: Download the source packages and decompress them. (Replace x with
the current version.) There are two packages—t1s and no-tls. The t1s package
contains the t1s directory and some changes in the core to support encryption
for the signaling.

cd /usr/src

wget http://opensips.org/pub/opensips/1.6.x/src/opensips-1.6.x-tls src.
tar.gz

tar -xzvf opensips-1.6.x-tls src.tar.gz

Step 3: Compile and install the core and the modules. Include the db_mysgl and
aaa_radius modules.

cd opensips-1.6.x.tls
make prefix=/ all include modules="db mysqgl aaa radius"

make prefix=/ install include modules="db mysql aaa_ radius"

Step 4: Make the required adjustments

mkdir /var/run/opensips
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) Warning;

The detailed instructions change often. Please check the OpenSIPS
website for updates.

OpenSIPS console

OpenSIPS comes with a new administration utility called osipsconsole. This utility
is written in the PERL language and uses some additional libraries. To install, carry
out the following instructions:

Step 1: Download the dependencies.

apt-get install libdbi-perl 1libdbd-mysqgl-perl libfrontier-rpc-perl
libterm-readline-gnu-perl

Step 2: Try running the console
osipsconsole

In the console prompt, try using the help and quit commands.

Lab—running OpenSIPS at the Linux
boot

In order to run OpenSIPS at the Linux boot, perform the following steps:

Step 1: Include OpenSIPS in the Linux boot

cd /usr/src/opensips-1.6.x-tls/packaging/debian
cp opensips.default /etc/default/opensips
cp opensips.init /etc/init.d/opensips

update-rc.d opensips defaults 99

Step 2: Edit the /etc/opensips/opensips.cfg and remove the fork=no line (even
if it was with C-style remarks). The init script looks for the instruction fork=no,
even if commented.

Step 3: Make sure that the opensips. init script has the necessary permissions.

cd /ete/init.d
chmod 755 opensips
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Step 4: Edit /etc/default/opensips, and change the memory parameter to 128 MB
and RUN_OPENSIPS to yes.

Step 5: Edit the init script to make sure that the daemon is pointing to the
correct directory.

vi /etc/init.d/opensips

The file before making changes:

DAEMON=/usr/sbin/opensips

The file after making changes:

DAEMON=/sbin/opensips

Step 6: Restart the computer to see if OpenSIPS starts. Confirm this using;:

ps-ef |grep opensips

It is highly recommended that you change the username and password
s used to run OpenSIPS in the /etc/init.d/opensips file.

OpenSIPS v1.6.x directory structure

After the installation, OpenSIPS will create a file structure. It is important to
understand the file structure in order to locate the main folders where the system
is stored. You will need this information to update or remove the software.

Configuration files (etc/opensips)

These are the files copied to this directory. The files include the RADIUS dictionary to
be used for OpenSIPS, the main configuration file opensips.cfg, the opensipsctl
resource file, opensipsctlrc, and the osipsconsole resource file, osipconsolerc.

opensips-1l:/etc/opensips# 1ls -1

total 20
-rw-r--r-- 1 root staff 1559 2009-10-09 16:59 dictionary.opensips

-rw-r--r-- 1 root staff 1559 2009-10-09 17:04 dictionary.opensips.
sample

-YW------- 1 root staff 12437 2009-10-09 18:34 opensips.cfg
-rw-r--r-- 1 root staff 3661 2009-08-24 11:27 opensipsctlrc
-rw-r--r-- 1 root staff 2878 2009-05-19 14:02 osipsconsolerc
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Modules (/lib/opensips/modules)

This directory contains all the modules compiled for OpenSIPS. It is where you
should look for missing modules.

opensips-1:/lib/opensips/modules# 1ls

aaa_radius.so diversion.so options.so rr.so
acc.so domainpolicy.so path.so seas.so
alias db.so domain. so pdt.so signaling.so

auth aaa.so

drouting.so

peering.so

siptrace.so

auth db.so enum. so permissions.so sl.so

auth diameter.so exec.so pike.so sms.so
auth.so gflags.so presence dialoginfo.so speeddial.so
avpops.so group.so presence_mwi.so sst.so

b2b _entities.so imc.so presence.so statistics.so
benchmark. so lcr.so presence xcapdiff.so stun.so

call control.so load balancer.so presence xml.so textops.so
cfgutils.so localcache.so pua bla.so tm.so
closeddial.so mangler.so pua_dialoginfo.so uac_redirect.so
db flatstore.so maxfwd.so pua_mi.so uac.so

db mysgl.so mediaproxy.so pua.so uri db.so

db text.so mi datagram.so pua_usrloc.so uri.so

db virtual.so
dialog.so
dialplan.so
dispatcher.so

mi_ fifo.so
msilo.so
nathelper.so
nat_traversal.so

pua_xmpp.so
gos.so

ratelimit.so
registrar.so

userblacklist.so
usrloc.so
xlog.so

Binaries (/sbin)
This is where the binary files are found. It is useful to know where these directories
are, in case you want to uninstall OpenSIPS.

openips-1:/sbin# 1ls -1 op*

total 2832
-YWXY-X¥-X root staff 2594007 2009-10-09 17:04 opensips
root staff 52695 2009-10-09 17:04 opensipsctl
root staff 6270 2009-10-09 17:04 opensipsdbctl
root staff 13442 2009-10-09 17:04 opensipsunix

root staff 212692 2009-10-09 17:04 osipsconsole

- rwXr-Xr-x
“rwXr-Xr-x
“rwXr-Xr-x

Y

- rwXr-Xr-x
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Log files
The initialization log can be seen at syslog (/var/1log) as follows:

Sep 10 14:25:56 Opensips-1 Opensips: init tcp: using epoll 1t as the io watch

method (auto detected)

Sep 10 14:25:56 Opensips-1 /sbin/Opensips[7791]: INFO: statistics manager
successfully initialized

Sep 10 14:25:56 Opensips-1 /sbin/Opensips[7791]: StateLess module -
initializing

Sep 10 14:25:56 Opensips-1 /sbin/Opensips[7791]: TM - initializing...

Sep 10 14:25:56 Opensips-1 /sbin/Opensips[7791]: Maxfwd module- initializing
Sep 10 14:25:56 Opensips-1 /sbin/Opensips[7791]: INFO:ul init locks: locks
array size 512

Sep 10 14:25:56 Opensips-1 /sbin/Opensips[7791]: TextOPS - initializing

Sep 10 14:25:56 Opensips-1 /sbin/Opensips[7791]: INFO: udp init: SO _RCVBUF is
initially 109568

Sep 10 14:25:56 Opensips-1 /sbin/Opensips[7791]: INFO: udp init: SO_RCVBUF is
finally 262142

Sep 10 14:25:56 Opensips-1 /sbin/Opensips[7791]: INFO: udp init: SO _RCVBUF is
initially 109568

Sep 10 14:25:56 Opensips-1 /sbin/Opensips[7791]: INFO: udp init: SO _RCVBUF is

finally 262142
Sep 10 14:25:56 Opensips-1
init (1) :

/sbin/Opensips [7792] :
extra fifo listener processes created

INFO:mi fifo:mi_child

Redirecting OpenSIPS log files

By default, the log files are sent to the syslog and are shown at /var/log/syslog.
Sometimes this is not good, because you have OpenSIPS logs mixed with other
system's logs. You may redirect the logs to a specific file by changing the syslog
configuration file.

Step 1: Redirecting log files to local 0 facility.

Change the opensips.cfg file and include the following command:
log facility=LOG_LOCALO

Step 2: Create the log file in the /var/log directory

cd /var/log

touch opensips.log
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Step 3: Change the file /etc/syslog.conf and include the highlighted command.

lpr.* -/var/log/lpr.log
mail.* -/var/log/mail.log
user. * -/var/log/user.log
locall.* -/var/log/opensips.log

Step 4: Restart the syslog server and OpenSIPS and check the file
/var/log/opensips.log.

/etc/init.d/sysklogd restart

/etc/init.d/opensips restart

cat /var/log/syslog

Startup options

OpenSIPS can be started using the init scripts or using the opensipsctl utility. If
you start OpenSIPS using init scripts, you can stop OpenSIPS using init scripts
only. The same is valid if you start using opensipsct1l utility.

Starting, stopping, and restarting OpenSIPS using the init scripts:
/etc/init.d/opensips start|stop|restart

Starting, stopping, and restarting OpenSIPS using the opensipsct1l utility:
opensipsctl start|stop|restart

The OpenSIPS executable has several startup options. The following options
allow you to change the configuration of the DAEMON. Some of the most useful
options are:

e -c to check the configuration file

e -D -E dddddd to check module loading (don't use for production, it binds
only the first interface)

There are many other options that allow you to fine-tune your configuration.
For each option, there is a related core parameter that you can put in the
configuration file.

debian:/sbin# opensips -h
version: opensips 1.6.0-notls (i386/linux)

Usage: opensips -1 address [-1 address ...] [options]
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Options:
-f file Configuration file (default //etc/opensips/opensips.cfg)
-C Check configuration file for errors
-C Similar to '-¢' but in addition checks the flags of exported

functions from included route blocks
-1 address Listen on the specified address/interface (multiple -1
mean listening on more addresses). The address format is
[proto:]addr[:port], where proto=udp | tcp and
addr= host|ip_address | interface_name. E.g: -1 locahost,
-1 udp:127.0.0.1:5080, -1 eth0:5062. The default behavior
is to listen on all the interfaces.
-n  processes Number of child processes to fork per interface
(default: 8)

-r Use dns to check if is necessary to add a "received="
field to a via

-R Same as '-r' but use reverse dns;
(to use both use '-rR")

-v Turn on "via:" host checking when forwarding replies

-d Debugging mode (multiple -d increase the level)

-D Do not fork into daemon mode

-E Log to stderr

-T Disable tcp

-N processes Number of tcp child processes (default: equal to '-n')
-W method poll method

-V Version number

-h This help message

-b nr Maximum receive buffer size which will not be exceeded by
auto-probing procedure even if OS allows

-m nr Size of shared memory allocated in Megabytes

-w  dir Change the working directory to "dir" (default "/")

-t dir Chroot to "dir"

-u  uid Change uid.

-g gid Change gid

-P  file Create a pid file

-G file Create a pgid file.
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Summary

In this chapter, you learned how to install and prepare Linux for the OpenSIPS
installation. We have downloaded and compiled OpenSIPS with the RADIUS and
MySQL modules. After the installation, we included the OpenSIPS init file to start
OpenSIPS at boot time.
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This is one of the most important chapters of this book. Please make sure you
understand the concepts before going to the next chapter. In this chapter, we are
going to show the basics needed to construct a working routing script. The OpenSIPS
standard configuration file is installed at /etc/opensips/opensips.cfg. It is one of
the simplest configuration files for OpenSIPS. It is the ideal script to start explaining
the functioning of OpenSIPS. There are several topics that you should be familiar
with, along with basic modules, parameters, and functions.

By the end of this chapter, you will be able to:

e Identify the main global configuration parameters
e Compare these parameters with the ones in the default script

e Identify the modules loaded in the default script and the parameters of
the script

e Identify the main routing statements available
e Understand the concept of variables, pseudo-variables, AVPs, and flags
e Identify the limitations of the standard routing configuration

e Use the ngrep utility to track SIP transactions
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Where we are

Again, the solution for a VoIP provider has many components. To avoid losing
perspective, we will show this figure in most chapters. In this chapter, we are still
working with the SIP proxy component in its standard configuration.

MySQL/Postgres/
Unixodbc Database

C Ethernet O

The SIP Provider
Big Picture

sIp Fffrf;l PSTN Call NAT A;gg“gggg Monitoring
proxy ) Gateway Forward Traversal : Tools
Provis. Generation

C - O

CPE device(router)
Usually xDSL or
Cable

—
Internet : o= = Firewall
T T

Customer Customer
Using an ATA Firewall
or Softphone

Scripting OpenSIPS

There is basically only one configuration file for OpenSIPS. This file is named
opensips.cfg. It contains several sections; such as "Global Parameters", "Load
Modules", "Module Parameters", and "Routing Script". In order to create this file,
you have several commands and functions derived from the core and the modules.
We are going to show some of the most common functions for each section and then
how this section is populated in the default script.

OpenSIPS comes with a minimum configuration provided in the installation. This
simple configuration is a good starting point. After starting, OpenSIPS will:

e Establish itself as an SIP server on your network

e Allow you to connect UACs from your internal network

e Allow you to make calls between two different UACs
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However, there are some things OpenSIPS still doesn't do:

e There is no authentication for phones or database support. This will be added
later on in the book.

e There is no support for the PSTN. Phones can only communicate
among themselves.

Global parameters

As the name implies, global parameters control the behavior of the daemon.
The reference documentation for core parameters can be found at:

http://www.opensips.org/index.php?n=Resources.DocsCoreFcnlé

We will show some of the most important parameters and the ones which are
present in the standard configuration file.

Listen interfaces

This parameter specifies the IP interface to bind on for OpenSIPS to receive SIP
traffic. You should set these parameters only for the interfaces really being used.
If you leave them unchanged, the system will autodiscover and bind to all available
interfaces, consuming more processes and resources than necessary. The port
parameter defines the port the SIP server listens to. The default value for it

is 5060.

listen=udp:192.168.152.148:5060
listen=tcp:192.168.152.148:5061
listen=t1s:192.168.152.148:5062
port=5060

Logging

There are some parameters to control the logging system. One of most important

is the debug parameter. You may use debug=3 (the recommended production set),
which is the default and will print only error and critical messages while debug=9
(the recommended debugging set) will print all messages up to the debug level. You
may change the level of debugging using an MI command such as opensipsctl
fifo debug 1. The defaultis 2. The higher the number, the more will be the
information written to the log. With a debug value of 4, the system's

performance can become sluggish. The log levels are:

e L _ALERT (-3) —this level should be used if the error requires
immediate action
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e L_CRIT (-2) —this level should be used if the error is a critical situation

e L_ERR (-1) —this level should be used to report errors during data processing
which do not cause system malfunctioning

e L _WARN (1)—this level should be used to write warning messagesL_
NOTICE (2) — this level should be used to report unusual situations

e L_INFO (3)—this level should be used to write informational messages

e L_DBG (4) - this level should be used to write messages for debugging

log_facility and log name are related to syslog. Check the syslog documentation
(http://www.aboutdebian.com/syslog.htm) for further details.

Core dump is a useful resource when you want to debug crashes. You can use gdb to
debug what module and specific resource caused the problem. If required, enable it
using disable_core_dump=no.

\
‘Q Use tail /var/log/syslog -n100 to see the last 100 lines of the

syslog or tail /var/log/syslog -f to see the log scrolling.

Number of processes

The fork directive tells the OpenSIPS process to execute in foreground or
background. To operate in background, set fork=yes. Sometimes you will find it
useful to start in the foreground to locate script errors. If fork is disabled, OpenSIPS
will not be able to listen on more than one interface and the TCP/TLS support will be
automatically disabled. In a single process mode, only one UDP interface is accepted.
You can disable the listening on selected protocols. Disabling UDP is not an option
and it is against the RFC3265 (UDP is mandatory). The children directive informs
OpenSIPS of how many child processes per interface to create in order to process
incoming requests. Four processes seem to be a good starting point for most systems.
This parameter only applies to UDP interfaces. It has no impact on TCP processes.

fork = yes

children = 4 #total number of UDP SIP worker processes per interface
tcp children=6 #total number of TCP SIP worker processes in total
disable tcp=no

disable tls=no

Daemon options

Daemon options can be used to set the user and group and they are useful to avoid
running OpenSIPS as the root of the system.
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gid/group=sip # unix group
uid/user=sip # unix user
wdir="/" # working directory
chroot="/usr/local/opensips-1.6"

SIP identity

The SIP identity is useful to set the standard parameters used inside the SIP requests
and responses. You can use it to hide the identity of the software you are using.

server header="Server: My openSIPS

#default is "OpenSIPS (<version> (<arch>/<os>))"
server signature = yes

user agent header="User-Agent: My openSIPS

Miscellaneous

The alias parameter is very important; it defines the domains being served. Later
you can check whether the request is coming from or going to a served domain

by using the core value myself . Using auto_aliases=yes will make the system
discover the aliases using reversed DNS. DNS failover is used to failover destinations
using the domain name system. SIP warning can help you debug issues by adding a
debug header in the SIP replies.

alias="mydomain.sip" # to set alias hostnames for the server
auto_aliases=no # discover aliases via reversed DNS
disable dns_failover = yes

sip warning=yes #add a debugging header in replies

Standard script for global parameters

Following is the standard configuration with comments:

H#H###### Global Parameters #H##H##H##H##

debug=3 # set the debug leve to 3
log_stderror=no # log to syslog

log facility=LOG_LOCALO # Log to facility LOG LOCALO

fork=yes # Run as a daemon
children=4 # Open 4 child process for

each UDP address

/* uncomment the next line to disable TCP (default on) */

#disable tcp=yes

/* uncomment the next line to enable the auto temporary blacklisting
of
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not available destinations (default disabled) */
#disable dns blacklist=no

/* uncomment the next line to enable IPv6é lookup after IPv4 dns
lookup failures (default disabled) */
#dns try ipve=yes
/* uncomment the next line to disable the auto discovery of local
aliases
based on revers DNS on IPs (default on) */
#auto_aliases=no

/* uncomment the following lines to enable TLS support (default off)
*/

#disable tls = no

#listen = tls:your IP:5061

#tls_verify server = 1

#tls_verify client = 1

#tls_require client certificate = 0

#tls method = TLSv1

#tls certificate = "//etc/opensips/tls/user/user-cert.pem"
#tls private key = "//etc/opensips/tls/user/user-privkey.pem"
#tls ca list = "//etc/opensips/tls/user/user-calist.pem"

port=5060 # Run on port 5060

/* uncomment and configure the following line if you want opensips to
bind on a specific interface/port/proto (default bind on all

available) */

#listen=udp:192.168.1.2:5060

Modules and their parameters

You can load modules simply using the instruction 1oadmodule as described in this
section. The mpath statement simplifies the task by setting the module's path.

mpath="/usr/lib/opensips/modules/"
loadmodule "tm.so"

In order to configure the module parameters, you can use the modparam statement.
This statement has three parameters — the module name, the module parameter, and
the parameter value:

modparam("tm", "fr inv timer", 20)
It is also possible to set the same parameter for multiple modules:

modparam ("usrloc|auth db","db url",
"mysqgl:opensips@localhost/opensips™")
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Standard configuration for modules and
parameters

The following are the main modules used in the default script. In this book,

you will have the opportunity to see and learn about some of them. The modules
reference documentation can be found at http://www.opensips.org/Resources/
DocsCookbooks.

loadmodule "sl.so"
loadmodule "tm.so"
loadmodule "rr.so"
loadmodule "maxfwd.so"
loadmodule "usrloc.so"
loadmodule "registrar.so"
loadmodule "textops.so"
loadmodule "mi_fifo.so"
(merged with uri.so in 1.6)
loadmodule "uri.so"
loadmodule "xlog.so"
loadmodule "acc.so"
loadmodule "signaling.so"

The above lines load OpenSIPS external modules. At this time, only the minimum
required modules are loaded. Additional functionality will need other modules
such as RADIUS and MySQL to be loaded. All modules have a README file
describing their functions.

modparam("mi_fifo", "fifo name", "/tmp/opensips fifo")

They also have the name of the FIFO file to be created for listening and reading
external commands.

modparam("rr", "enable_ full 1r", 1)
modparam("rr", "append fromtag", 0)

The first statement sets the enable full 1lr parameter of the module rr (record
routing) to 1. It tells OpenSIPS to be fully compliant with older SIP clients that do
not manage record_route header fields. If set to 1, then ; 1r=on will be used instead
of just ; 1r. If the append_fromtag parameter is turned on, the request's from-tag

is appended to record-route; that's useful for understanding whether subsequent
requests (such as BYE) come from the caller (that is, route's from-tag==BYE's
from-tag) or the callee (that is, route's from-tag==BYE's to-tag)

modparam("usrloc", "db mode", 0)
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The modparam directive configures the corresponding module. The usrloc module in
the line is responsible for the location service. In other words, when a UAC registers
to an SIP proxy, the OpenSIPS will save their contact information, also known as
address-of-record (AOR) to the location indicated by the db_mode parameter. The
location of this table depends on the value of the db_mode parameter. A db_mode
parameter set to 0 indicates that this data would not be saved into a database. In
other words, if OpenSIPS is turned off, all the records will be lost.

We will use the URI modules because of the totag() function.
modparam("acc", "early media", 1)

modparam("acc", "report ack", 1)

modparam("acc", "report cancels", 1)

/* by default ww do not adjust the direct of the sequential requests.
if you enable this parameter, be sure the enable "append fromtag"
in "rr" module */

modparam("acc", "detect direction", 0)

/* account triggers (flags) */

modparam("acc", "failed transaction flag", 3)

modparam("acc", "log flag", 1)

modparam("acc", "log missed flag", 2)

/* uncomment the following lines to enable DB accounting also */
modparam("acc", "db flag", 1)

modparam("acc", "db missed flag", 2)

The above parameters implement accounting for syslog. In Chapter 11, Monitoring
Tools, we will see all of them in detail.

Scripting basics
Before stepping into the routing logic, it is important to know the main statements

available to build it. OpenSIPS uses a specialized scripting language similar to C,
but focused on the task of routing SIP requests and handling SIP replies.

Some functions and values are provided by the core, while some are provided by
modules. So it is important to understand what is available from the core and from
modules. Frequently you will try to start OpenSIPS and receive an error message
stating that a determined function is not available. In most cases it is just the module
that is not loaded.
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Core functions

Core functions are functions that are available without any module loaded. Some are
critical for the behavior of the script. Core functions have no restrictions about the
number of parameters they can accept. Module functions can have a maximum of six
parameters. Using the core functions you can decide, for example, what to do with
the script.

e forward() ;: Route the request "stateless"(based on R-URI)

e drop () ;: Stop the execution of the configuration script and alter the implicit
action which will be taken afterwards

e exit () ;: End the script processing now and send

Other important core functions are seturi (), setflag(), isflagset (), strip(),
prefix () ;, and rewritehostport ().

Core values

Some values in the script are predefined and can be very useful. Some examples are:

e INET/INET6 —set if the protocol is IPv4 or IPv6
e TCP/TLS/UDP—set depending on the protocol used
e myself is a reference to the list of local IP addresses, hostnames, and aliases

Core keywords

Core keywords are used to identify values in the SIP message. Some examples are:

e af—Address family (INET/INET6)

e proto—Protocol (TCP/TLS/UDP)

e dst_ip—The IP of the local interface at which the SIP message was received
e method—The variable is a reference to the SIP method of the message

e Status—If used in onreply route, this variable is a reference to the status
code of the reply

e retcode—It represents the value returned by last function executed
e uri—This variable can be used to test the value of the request URI
e from uri—This script variable is a reference to the URI of the FROM header

e to uri—This variable can be used to test the value of the URI from the
TO header
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Some coding examples using core keywords and core values are as follows:

if (af==INET6) {
log ("Message received over IPv6 link\n");
}i
if (is_method ("INVITE") && from uri=~".*@opensips.org")

{

log("the caller is from opensips.org\n") ;

}i

Pseudo-variables

Pseudo-variables are system variables that you can use in your script to access
various types of information from SIP messages (such as headers, R-URI, and
source IP) or OpenSIPS (such as time, and process ID). These pseudo-variables can
be directly used from the script (using assignments and text operations) or can be
passed as parameters to script functions. The variables are evaluated at runtime
based on the context and the processed SIP message. Some modules can receive
pseudo-variables, such as:

e ACC

e AVPOPS
o TEXTOPS
e UAC

o XLOG

A pseudo-variable always starts with $. If you want to use the $ character

in your script, you will have to escape it with $$. There is a predefined set of
pseudo-variables. The complete list of pseudo-variables in OpenSIPS 1.6 is
available at:

http://www.opensips.org/Resources/DocsCoreVarlé

Script variables

Script variables refer to variables that can be used in the configuration script. These
kinds of variables are much faster than AVPs as they are attached only to the script.
Script variables exist only during the script's execution and once the script ends, they
are destroyed. A script variable can have numerical or string values.

$var (name)
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Chapter 4

Some of the examples include:
° Svar (b) =1;
° Svar (b)="1";
° Svar (b)="sfu"+"stu";

° Svar (b)=1+2;

The arithmetic operations available are:

e +:Plus

e -:Minus

e /:Divide

e *:Multiply

%: Modulo division
e |: Bitwise OR

&: Bitwise AND

e /N Bitwise XOR

e ~: Bitwise NOT

String transformations available include:

e ({s.len}
s.int}

s.substr,offset,length}

uri.user}

{
{
{
e {s.select,index,separator}
{
{uri.host}

{

o {uri.params}

¢ ({param.value,name} - returns the value of parameter name

For example:

"a=1;b=2;c=3"{param.value,c} = "3"
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Attribute-Value Pair (AVP) overview

An Attribute-value pair (AVP) is a variable that is attached to the SIP message of
the SIP transaction the message belongs to (if in the stateful mode) —so AVPs are
transaction-persistent variables. The AVP is allocated when the transaction begins
and unallocated when it's completed. The AVP name can be a number or a string
and the value of the AVP can also be a number or a string.

The introduction of AVPs in OpenSIPS processing has created several new
possibilities for services' implementation and user preferences processing per
user or domain. The AVPs can be used directly in the configuration scripts and
to load data from a MySQL database.

An attribute-value pair is referenced in a way very similar to variables:
$avp (1d[N])
Where id is:

e si:name: AVP identifier name; s and i specify the string or integer.

e name: The name of an alias AVP. It can be a string or integer.
Example:

Savp (1:700)
Savp (s:blacklist)

For those who know Asterisk, the AVPOPS module is for OpenSIPS what AstDB
functions are for Asterisk. However, the implementation is quite different and AVPs
are much more powerful, allowing advanced features such as queries in a database
and pushing of data directly to the SIP packet. There are a lot of functions associated
with the AVPs:

e avp_db load: Loads AVPs from the database to the memory

e avp db store: Stores AVPs into the database

e avp db delete: Deletes AVPs from the database

e avp_db_gquery: Makes a database query and stores the results in AVP

e avp_delete: Deletes AVPs from memory

e avp_pushto: Pushes the AVP values into the SIP message

e avp_check: Checks the value of the AVP using an operator (equal, greater
than, and a value). For example, avp_check ("i:500", "1lt/i:501") ;.

e avp_copy: Copies an AVP to another

e avp_printf: Formats a string to an AVP
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Chapter 4

e avp_subst: Finds and replaces values into an AVP
e avp_op: Allows math operations on the AVPs
e is avp set: Checks if this AVP's name is set

e avp_print: Prints all the AVPs in memory (for debugging purposes)

You can check the syntax for these functions in the documentation. For
now, we have to understand how to use avp_db_load and avp pushto that
will be used in our script. There is an excellent tutorial about AVPs at
http://www.voice-system.ro/docs.

AVPs are not exactly simple. But if you think of them as simple pairs of attributes
and values, they are not so complex. However, the loading of AVPs from the
database is very confusing. The default table is the usr_preference (user
preferences) table. Sometimes the value that we want is not associated to a specific
user, but to a domain. Anyway, all AVPs being loaded from a database come from
the usr_preference table.

Example: For call forwarding, we have a call forward associated to user. It is actually
a user preference. Let's check the usr_preference table structure.

id uuid wusername domain attribute type value Last_modified

1001 callfwd O sip:1004@domain

e The id is an auto-increment field
e uuid is a unique user identifier

e username is for the username

e domain is for the domain

e attribute—the AVP name

e type: 0-Avp str | Val Str,1-Avp str | Val Int,2-Avp int| Val Str,3-Avp int |
Val int

e value—the AVP value)

e last modified :The date of the last modification
The AVPs can be associated to a user or to a domain. So you can load the
AVPs associated to any of these parameters. You can associate an AVP with a

uuid (unique user id), to a username (single-domain setup), or with username
and domain (multi-domain setup).
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Flags

Very often you will see the use of script flags. These flags are used to trigger
some processes such 